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CONSTITUTION: A pit string is physically formed on a disk for 
key. When the disk for key is set to a drive before a check disk 
is set (S12), disk ID 'KEY' and maker ID 'A* are read and stored 
(S16, S26, S28, and S30). Wobbling or non-wobbling of the pit 
string is decided (S32), and a flag KFLG is set to T (S34). When 
the check disk is set to the drive in this state (S12 to S18). the 
maker ID is read from the disk, and it is decided whether this 
maker ID coincides with the stored marker ID or not (S38 and 
S40). If it coincides, this disk is reproduced whether it is a 
commodity disk or a copy disk. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has b en translated by computer. So the translation may not refl ct the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 

[Claim] 

[Claim 1] The optical disk for keys with which the same information as the key security information which the 
same information as the 1 st physical security information currently recorded physically is physically recorded 
by the regular disk with which an user is provided, and is logically recorded by the disk of the aforementioned 
norm is recorded logically. 

[Claim 2] 1st step; which detects the 1st physical security information and key security information from the 
disk for keys of claim 1 publication — at this step When these security information is detected, from the disk 
2nd for [ which memorizes key security information ] a step; check 3rd step; which detects the key security 
information currently recorded logically, when the key security information detected at this step is in agreem nt 
with the key security information from the disk for keys memorized at the 2nd step 4th step; which plays the 
disk for a check, when the key security information detected at the 3rd step is not in agreement with the key 
security information from the disk for keys memorized at the 2nd step The information management technique 
containing 5th step; which does not play the disk for a check. 

[Claim 3] The optical disk for master keys with which the same information as the 1 st physical security 
information currently recorded physically and the 2nd physical security information are physically recorded by 
the regular disk with which an user is provided, and master key security information is recorded logically. 
[Claim 4] 1st step; which detects the 1st and 2nd physical security information and master key security 
information from the disk for master keys of claim 3 publication — 2nd step; which memorizes master key 
security information at this step when these security information is detected — the information management 
technique which contains 3rd step; which plays the disk for a check unconditionally after memorizing master 
key security information at this step 
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DETAILED DESCRIPTION 



[Detailed description] 
[0001] 

[Field of the Invention] This invention starts the management method of various kinds of informations, such as 
a computer program, and still specifically relates to the suitable information management technique for copy 
prevention of the information through an optical disk. 
[0002] 

[Background technique] It is the actual condition a reorganization also has the feature that it is possible and 
literary piracy tends to break out while the copy (duplicate) to other medium and other models is generally easy 
for software products and various kinds of data, such as a computer program, and much illegal copy articles are 
[ the actual condition ] rampant focusing on the application software for games. Since it is such, the prevention 
measure to those copies has performed. 

[0003] There is technique that will move to the operation which performs the software normally, otherwise, the 
software will not be performed as the fundamental copy prevention technique if (2) and the normal security 
information which read a certain security information which is memorized by the external storage, and which 
cannot be copied easily are obtained when the software for [ which was stored in (1) external storage ] 
prevention is started. Since software cannot be performed unless the security information of external storag is 
also copied according to this technique, though a software mainframe is copied easily, infestation of a copy 
article can be prevented as a result. 

[0004] If an example is raised, what operates a pit as security information is indicated by the Provisional- 
Publication-No. 178732 [61 to ] official report. What added the code out of the truck is indicated by the real 
extraction-of-the-square-root official report of No. 14771 [ three to 1 Moreover, what used various key 
mediums for the Provisional-Publication-No. 292458 [ 63 to ] official report is indicated. 
[0005] Furthermore, in the managerial system indicated by the Provisional-Publication-No. 296433 [61 to ] 
official report, the active element (key chip) which acts as a key is prepared in the ROM cartridge (**** type 
medium) in which the program for games was built, and the active element which acts on another side and the 
mainframe of a game machine as a lock is prepared. And in the case of a regular cartridge, a game is perform d, 
and a game is not performed by operation of these keys and the active element of a lock when not regular. 
[0006] In addition, although many [ in (1) personal computer etc. ]. when performing the program stored in th 
hard disk, the key information is stored in plugs, such as what referred to FD which once serves as a key after 
rising from a hard disk drive, and (2) RS232 socket, and what referred to the key information at the time of a 
program execution is known well. 
[0007] 

[Object of the Invention] However, there are following un-arranging in the above background techniques. 

(1) Since the medium of software and the medium of security information serve as different species, resources 
will be used too much only because of security information, and it is uneconomical. 

(2) When software and security information are recorded by magnetic-recording mediums, such as FD, by the 
technique of the analysis of security information and the perfect copy of the software [ itself ] being 
comparatively simply possible, and recording a copy and a keycode to a magnetic-recording medium also on the 
level of an end user, illegal copy prevention is difficult. 

[0008] It sets it as the purpose that this invention is what directed its attention to these points, can discover 
an illegal copy effectively, and it can prevent resources, utilizing efficiently, and offers the information 
management technique effective also in the management. 
[0009] 

[A The means for solving a technical problem and an operation] The optical disk for keys with which the same 
information as the 1 st physical security information currently recorded physically is physically recorded, and 
the same information as the key security information currently logically recorded by the disk of the 
aforementioned norm is recorded logically is used for the regular disk with which an user is provided in this 
invention in order to attain the aforementioned purpose. From this disk, th 1st physical s curity information 
and key security information are detected and memorized. 

[0010] On th other hand, from th disk for a check, the k y security information currently recorded logically is 
detected, and when in agre m nt with the key security information by which this was obtained from the 
aforementioned disk for k ys, the disk for a check is played. Howev r, when not in agreem nt, the disk for a 
check is not played. 
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[001 1] According to other invention, th sam information as the 1st physical security information curr ntly 
recorded physically and th 2nd physical security information are physically r corded by the regular disk with 
which an us r is provid d, and the optical disk for master keys with which master key s curity information is 
recorded logically is us d. 

[0012] From this disk for master k ys, the 1st and 2nd physical security information and master key security 
information are dot cted and m mqrized. And after memorizing mast r key security information, th disk for a 
check is played unconditionally. Th above and other purposes of this inv ntion. the characteristic feature, and 
an advantage will become clear from a following detailed explanation and a following accompanying drawying. 
[0013] 

[An explanation of a desirable example] Although many examples are possible in this invention, a suitable 
number of examples are shown here and it explains in detail. First, the disk of an example is explained, referring 
to drawing 1 . At this example, the optical disk is used as a medium which cannot copy an information easily by 
the facility which an end user has. The disk as goods which an end user receives regularly is shown in this 
drawing (A). As for this goods disk 10, the pit train 12 to which the wobble was given is formed in the area 1 
(for example, lead-out fraction) as physical security information. That is. security information is recorded by 
soft physical operation (or logical) of a pit. 

[0014] Disk ID which shows that the logical configurations of the record data of this goods disk 10 are the main 
informations, such as a game program which shows in this drawing (B) and ** user uses, and the ** last goods, 
and manufacturer ID[ showing ** manufacturer ] . are contained. Here, corresponding to the main information 
being a game program, disk ID serves as "GAME", and manufacturer ID which is logical security information 
serves as "A" as an example. 

[0015] Next, the disk for keys 14 for discovering an illegal copy is shown in this drawing (C). The pit train 12 in 
which the wobble was given to the area 1 as the goods disk 10 where this disk for keys 14 is the same is 
recorded physically. The logical configuration of the record data of this disk for keys 14 has become as it is 
shown in this drawing (D), and disk ID which shows that it is a disk for ** keys, and manufacturer ID[ showing 
** manufacturer ] , are contained. This disk for keys 14 is used for a management of an illegal copy disk, and 
since it is not for performing a certain program, the main information is not needed. Disk ID serves as "KEY" 
corresponding to it being shown that it is a disk for keys, and manufacturer ID serves as "A" as an example. 
[0016] Here, the case where an illegal copy is carried out to CD-W018 which shows the information stored in 
the goods disk 10, for example, the software in a developmental stage, and the commercialized software to the 
medium which can be written in, for example, this drawing (E) is assumed. In this case, the content of data can 
do the completely same thing as the goods disk 10. That is, the content of data copied to CD-W018 is 
completely the same as that of the goods disk 10 which comes to show in this drawing (F) and is shown in this 
drawing (B). 

[001 7] However, in a facility of end users, such as WO drive, the pit train 12 in the area 1 of the goods disk 10 
which carried out the wobble cannot copy. About wobbling of the pit train 12, if a disk manufacturing facility 
was not just ready, it cannot copy. Moreover, though there is such a facility, it is necessary to spend much a 
cost and time on the analysis and a manufacture of the pit train 12 of wobbling. Thus, although the physical 
operation of the wobble of a pit train is comparatively simply [ at the time of a disk manufacture ] possible, in 
the facility which an end user has, first, it is impossible and this is a point with the optical disk medium more 
advantageous than a magnetic medium. 

[0018] Next, in this example, as further shown in this drawing (G), the disk for master keys 20 is prepared. This 
disk for master keys 20 acts as the key which is in the relation of a high order rather than the aforementioned 
disk for keys 14, i.e., a master key. The pit train 12 to which the wobble was given is physically formed in the 
area 1 at the disk for master keys 20. This point is the same as that of the aforementioned disk for keys 14. 
Furthermore, the pit train 22 to which the wobble was given is formed in the area 2, for example, lead-in groove 
fraction, of the disk for master keys 20 as 2nd physical security information. 

[0019] the logical configuration of the record data of this disk for master keys 20 — this drawing (H) — being 

shown — coming — **** — disk **** for ** keys — disk ID which shows things, and manufacturer ID 

[ showing ** manufacturer ] , are contained This disk for master keys 20 is also used for a management of an 

illegal copy disk, and since it is not for performing a certain program, the main information is not needed. Disk 

ID serves as "KEY" corresponding to it being shown that it is a disk for keys. Moreover, manufacturer ID serves 

as "M" which shows that it is a high order, i.e.. it is a master, from "A" showing the manufacturer of the 

aforementioned disk for keys 10. If each above content of a disc data etc. is shown collectively, it will become 

as it is shown in the next table 1. 

[0020] 

[Table 1] 
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[0021] Next, the check technique of the illegal copy using the above disks is explained. The check procedure is 
shown in drawing 2 as a flow chart. In addition, check equipment is the configuration of a common disk 
regenerative apparatus, and should just add the function shown below to this. Flag KFLG is set to "0" at the 
time of check start (step S10). This flag KFLG shows whether it was set to the disk drive before the disk for 
keys 14 or the disk for master keys 20 checking, and mentions later about the operation. 
[0022] If the disk which should be played is set to a disk drive (not shown) (step S12), disk ID will be led first 
(step S14). Since it is KFLG=0 as disk ID serves as "GAME" as shown in drawing 1 (B) in the case of the goods 
disk 10 (step S16). and mentioned above (step S18) next, it is judged whether the pit train 12 which carried out 
the wobble is in an area 1 (step S20). 

[0023] Consequently, a regeneration operation is performed noting that the conditions of the goods disk 10 
shown in drawing 1 (A) and (B) will be fulfilled, if the pit train 12 which carried out the wobble exists (step S22). 
However, if the pit train 12 which carried out the wobble does not exist, it is judged that it is the copy disk 
shown in drawing 1 (E) and (F). the disk set to the drive is discharged (step S24), and a regeneration operation 
is stopped. Thus, according to this example, the pit train which carried out the wobble is prepared in the disk 
for regeneration itself, and it is distinguished with reference to this whether it is an illegal copy. Therefore, the 
exceptional medium for keys is not needed but resources are utilized effectively. 
[0024] Next, in this example, the content of a copy disk can be checked now as follows. 

(1) When using the disk for keys 14, before setting the disk for a check to a drive first in this case, the disk for 
keys 14 is set (step S12). Then, disk ID is led like the case where it mentions above (step SI 4). Since disk ID 
serves as "KEY" as shown in drawing 1 (D) in the case of the disk for keys 14, manufacturer ID is led (steps 
S16 and S26). By the disk for keys 14. since manufacturer ID serves as "A" as shown in drawing 1 (D), this is 
memorized as a manufacturer ID (steps S28 and S30). and the existence of the pit train 1 2 which carried out 
the wobble in an area 1 is judged further (step S32). 

[0025] Consequently, when the disk is discharged (step S24) and it is judged as pit ****** which carried out 
the wobble noting that it was an inaccurate disk, when there was no pit train which carried out the wobble, it is 
referred to as flag KFLG=1 (step S34), and the disk for keys 1 4 is discharged after that (step S24). Thus, when 
the disk for keys 14 is set to a drive, flag KFLG is set to "l" and manufacturer ID "A" is memorized. 
[0026] Next, if the disk which should be checked in this status is set to a drive (step S12), an operation of 
steps S14-S18 mentioned above will be performed. However, in this case, since it is flag KFLG=1, it is judged 
whether (step S36) and when that is not right, manufacturer ID is led for whether it is manufacturer ID=M 
memorized at the aforementioned step S30 from a disk (step S38), and this is in agreement with storage 
manufacturer ID (step S40). 

[0027] For example, since manufacturer ID is "A" and lead ID and its manufacturer ID correspond when the 
goods disk 10 shown in drayying 1 (A) and (B) is set, a regeneration operation is performed (step S22). 
Moreover, since lead ID and manufacturer ID are in agreement similarly in the copy disk 18 shown in drawing 1 
(E) and (F), a regeneration operation is performed. Thus, when the disk for keys 14 is set at first and a check 
disk is set after the issue, as long as both manufacturer ID is in agreement, the check disk is played 
irrespective, of the existence of a pit train. That is. a regeneration operation will be performed if manufacturer 
ID is in agreement even if it . is the disk with which pit trains, such as CD-WO to which developing software, and 
developing goods software were copied unjustly, do not exist. 

[0028] Therefore, if manufacturer ID from which these manufacturers are different is used and each 
manufacturer holds the disk for keys of manufacturer ID of self when there are two or more manufacturers, the 
regeneration can be performed about the copy disk of the disk of self. 
[0029] 

(2) When using th disk for mast r keys 20, before setting th disk for a ch ck to a drive first in this case, th 
disk for master k ys 20 is set (step S12). Then, disk ID is led lik the cas where it mentions above (step S14). 
Sine disk ID serv s as "KEY" as shown in drawing 1 (H) also in th disk for master k ys 20, manufacturer ID is 
led (steps S16 and S26). By the disk for master keys 20. since manufacturer ID serves as "M" as shown in 
drawing 1 (H), this is memorized as a manufacturer ID (steps S28 and S42), and the existence of the pit train 
12 which carried out the wobbl , and the pit train 22 in areas 1 and 2 is judg d further (steps S44 and S46). 
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[0030] Cons quently. the disk is discharged noting that it is an ill gal copy disk if there are both the pit train 
1 2. and pit both [ any, one sid or ] 20 which carried out the wobble (step S24), when judged as pit ****** j n 
which both carried out the wobbl . it is referred to as flag KFLG=1 (step S34), and th disk for keys 14 is 
discharged after that (step S24). Thus, when the disk for mast r keys 20 is set to a drive, flag KFLG is set to 
"1" and manufacturer ID "M" is memorized. 

[0031] Next, if the disk which should b checked in this status is set to a driv (step S12), an operation of 
steps S14-S18 mention d abov will be performed. However, in this case, sine it is flag KFLG=1, it is judged 
whether it is manufacturer ID=M (step S36). In this case, since manufacturer ID memorized at the 
aforementioned step S42 is in agreement with M even if which disk is set. the regeneration operation is 
performed. 

[0032] Thus, when the disk for master keys 20 is set at first and a check disk is set after the issue, the check 
disk is played irrespective of the existence of the wobble of manufacturer ID or a pit train. That is. the 
regeneration operation will be unconditionally performed irrespective of a goods disk or the illegal copy disks 
with which developing software and developing goods software were copied unjustly, such as CD-WO. 
[0033] Especially the management method using such a disk for keys 14 or the disk for master keys 20 is 
effective when preventing the software leakage at the time of a soft development As the actual software- 
management technique, the sheets [ 1 -several ] disk for ** master keys 20 is prepared, and is saved to one 
place. Manufacturer. ID is only "M" 1 kind. 

** Each soft development manufacturer saves one disk for keys 14 for one company. Manufacturer ID records 
the content different for every manufacturer, and check equipment is prepared for a soft development 
manufacturer the required number every All of those internal algorithms are good at an identity. 
[0034] Supposing only the disk with which the goods software which the check equipment of a soft 
development manufacturer's disk finally completed was memorized is unreproducible, the content of the 
software, in which the security information in a developmental stage is not contained, i.e.. the disk with which a 
pit train does not exist, of storage is unverifiable. However, according to this example, the copy disk without the 
wobble of a pit train is also reproducible by setting the disk for keys 14 to check equipment in advance. 
[0035] On the other hand, the copy disk of every manufacturer ID can be played, without manufacturer ID being 
dependent on manufacturer ID as a business firm of the high order of M, and pursuing of the path of a copy 
becomes possible for specifying the manufacturer of the original disk in the case of an illegal copy disk 
manufacture etc. Furthermore, since a regenerative apparatus does not operate unless manufacturer ID is in 
agreement, though the disk for keys 14 is revealed to external, a certain grade can prevent a copy disk. At this 
time, the disk for master keys 20 can also be used as a backup in the company. Although the pit train 1 2 and 
the pit train 22 which carried out the wobble of the disk for keys 14 or the disk for master keys 20 are formed, 
since these cannot be easily copied on user level, it does not produce exceptional un-arranging. 
[0036] example > besides < — this invention can be variously changed based on the above indication, for 
example, has followings 

(1) What thing may be used, as long as it cannot copy easily as security information with the facility which an 
end user has. although it is the case where wobbling of a pit train serves as physical security information in the 
aforementioned example, for example. ** which gives a mirror plane to ** disk part — you may use various 
kinds of technique, such as changing the symmetric property of the amount of ** reflected lights, or a pit which 
records a part of information by CAV (constant angular velocity) 

[0037] (2) Although manufacturer ID which is logical security information was made into two layered structures, 
a key and a master key, in the aforementioned example, it is good also as structure of only a key and is good 
also as further two or more layered structures. Moreover, logical security information may set up suitably ID 
which does not necessarily need to be manufacturer ID, for example, shows the section of one business firm if 
needed. 
[0038] 

[Effect of the invention] As explained above, according to this invention, there are the following effects. 

(1) On end user level, since security information and the information for a check are recorded by the same 
medium, resources can use efficiently. 

(2) Since it forms in the physical type which cannot be easily copied in the facility whose end user has security 
information, using an optical disk as an informational record medium, it is effective for exclusion of a copy disk. 
[0039] (3) A soft management becomes easy, while a copy disk cannot be played but a copy will be limited, if 
logical security information is not in agreement even if the disk for keys flows out, since logical security 
information was hierarchized. 

(4) A trace of the distribution channel of a copy disk becomes easy by referring to still logical security 
information. 
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1 This document has been translated by computer. So the translation may not reflect the original precis ly. 
2.**** shows th word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD 

[Field of the Invention] This invention starts the management method of various kinds of informations, such as 
a computer program, and still specifically relates to the suitable information management technique for copy 
prevention of the information through an optical disk 
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PRIOR ART 

[Background technique] It is the actual condition a reorganization also has the feature that it is possible and 
literary piracy tends to break out while the copy (duplicate) to other medium and other models is generally easy 
for software products and various kinds of data, such as a computer program, and much illegal copy articles are 
[ the actual condition ] rampant focusing on the application software for games. Since it is such, the prevention 
measure to those copies has performed. 

[0003] There is technique that will move to the operation which performs the software normally, otherwise, the 
software will not be performed as the fundamental copy prevention technique if (2) and the normal security 
information which read a certain security information which is memorized by the external storage, and which 
cannot be copied easily are obtained when the software for [ which was stored in (1) external storage ] 
prevention is started. Since software cannot be performed unless the security information of external storag is 
also copied according to this technique, though a software mainframe is copied easily, infestation of a copy 
article can be prevented as a result 

[0004] If an example is raised, what operates a pit as security information is indicated by the Provisional- 
Publication-No. 178732 [61 to ] official report. What added the code out of the truck is indicated by the real 

xtraction-of-t he-square-root official report of No. 14771 [ three to ]. Moreover, what used various key 
mediums for the Provisional-Publication-No. 292458 [ 63 to ] official report is indicated. 
[0005] Furthermore, in the managerial system indicated by the Provisional-Publication-No. 296433 [ 61 to ] 
official report, the active element (key chip) which acts as a key is prepared in the ROM cartridge (**** type 
medium) in which the program for games was built, and the active element which acts on another side and the 
mainframe of a game machine as a lock is prepared. And in the case of a regular cartridge, a game is perform d, 
and a game is not performed by operation of these keys and the active element of a lock when not regular. 
[0006] In addition, although many [ in (1) personal computer etc. ], when performing the program stored in the 
hard disk, the key information is stored in plugs, such as what referred to FD which once serves as a key after 
rising from a hard disk drive, and (2) RS232 socket, and what referred to the key information at the time of a 
program execution is known well. 
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EFFECT OF THE INVENTION ' 

[Effect of the invention] As explained above, according to this invention, there are the following effects. 

(1) On end user level, since security information and the information for a check are recorded by the same 
medium, resources can use efficiently. 

(2) Since it forms in the physical type which cannot be easily copied in the facility whose end user has security 
information, using an optical disk as an informational record medium, it is effective for exclusion of a copy disk 
[0039] (3) A soft management becomes easy, while a copy disk cannot be played but a copy will be limited, if 
logical security information is not in agreement even if the disk for keys flows out, since logical security 
information was hierarchized. 

(4) A trace of the distribution channel of a copy disk becomes easy by referring to still logical security 
information. 
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TECHNICAL PROBLEM 

[Object of the Invention] However, there are following un-arranging in the above background techniques. 

(1) Since the medium of software and the medium of security information serve as different species, resources 
will be used too much only because of security information, and it is uneconomical. 

(2) When software and security information are recorded by magnetic-recording mediums, such as FD, by the 
technique of the analysis of security information and the perfect copy of the software [ itself ] being 
comparatively simply possible, and recording a copy and a keycode to a magnetic-recording medium also on the 
I vel of an end user, illegal copy prevention is difficult. 

[0008] It sets it as the purpose that this invention is what directed its attention to these points, can discover 
an illegal copy effectively, and it can prevent resources, utilizing efficiently, and offers the information 
management technique effective also in the management. 
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OPERATION 

[A The means for solving a technical problem and an operation] The optical disk for keys with which the same 
information as the 1st physical security information currently recorded physically is physically recorded, and 
the same information as the key security information currently logically recorded by the disk of the 
aforementioned norm is recorded logically is used for the regular disk with which an user is provided in this 
invention in order to attain the aforementioned purpose. From this disk, the 1st physical security information 
and key security information are detected and memorized. 

[0010] On the other hand, from the disk for a check, the key security information currently recorded logically is 
detected, and when in agreement with the key security information by which this was obtained from the 
aforementioned disk for keys, the disk for a check is played. However, when not in agreement, the disk for a 
check is not played. 

[0011] According to other invention, the same information as the 1st physical security information currently 
recorded physically and the 2nd physical security information are physically recorded by the regular disk with 
which an user is provided, and the optical disk for master keys with which master key security information is 
recorded logically is used. 

[0012] From this disk for master keys, the 1st and 2nd physical security information and master key security 
information are detected and memorized. And after memorizing master key security information, the disk for a 
check is played unconditionally. The above and other purposes of this invention, the characteristic feature, and 
an advantage will become clear from a following detailed explanation and a following accompanying drawying. 
[0013] 

[An explanation of a desirable example] Although many examples are possible in this invention, a suitable 
number of examples are shown here and it explains in detail. First, the disk of an example is explained, referring 
to drawing 1 . At this example, the optical disk is used as a medium which cannot copy an information easily by 
the facility which an end user has. The disk as goods which an end user receives regularly is shown in this 
drawing (A). As for this goods disk 10, the pit train 12 to which the wobble was given is formed in the area 1 
(for example, lead-out fraction) as physical security information. That is, security information is recorded by 
soft physical operation (or logical) of a pit. 

[0014] Disk ID which shows that the logical configurations of the record data of this goods disk 10 are the main 
informations, such as a game program which shows in this drawing (B) and ** user uses, and the ** last goods, 
and manufacturer ID[ showing ** manufacturer ] , are contained. Here, corresponding to the main information 
being a game program, disk ID serves as "GAME", and manufacturer ID which is logical security information 
serves as "A" as an example. 

[0015] Next, the disk for keys 14 for discovering an illegal copy is shown in this drawing (C). The pit train 12 in 
which the wobble was given to the area 1 as the goods disk 10 where this disk for keys 14 is the same is 
recorded physically. The logical configuration of the record data of this disk for keys 14 has become as it is 
shown in this drawing (D), and disk ID which shows that it is a disk for ** keys, and manufacturer ID[ showing 
** manufacturer ] , are contained. This disk for keys 14 is used for a management of an illegal copy disk, and 
since it is not for performing a certain program, the main information is not needed. Disk ID serves as ''KEY" 
corresponding to it being shown that it is a disk for keys, and manufacturer ID serves as "A" as an example. 
[0016] Here, the case where an illegal copy is carried out to CD-W018 which shows the information stored in 
the goods disk 10, for example, the software in a developmental stage, and the commercialized software to the 
medium which can be written in, for example, this drawing, (E) is assumed. In this case, the content of data can 
do the completely same thing as the goods disk 10. That is, the content of data copied to CD-W018 is 
completely the same as that of the goods disk 10 which comes to show in this drawing (F) and is shewn in this 
drawing (B). 

[001 7] However, in a facility of end users, such as WO drive, the pit train 12 in the area 1 of the goods disk 10 
which carried out the wobble cannot copy. About wobbling of the pit train 12. if a disk manufacturing facility 
was not just ready, it cannot copy. Moreover, though there is such a facility, it is necessary to spend much a 
cost and time on the analysis and a manufactur of the pit train 12 of wobbling. Thus, although the physical 
operation of th wobble of a pit train is comparatively simply [ at th time of a disk manufacture ] possible, in 
the facility which an end us r has, first, it is impossibl and this is a point with th optical disk medium more 
advantageous than a magnetic medium. 

[0018] Next, in this example, as further shown in this drawing (G). th disk for master keys 20 is prepared. This 
disk for master keys 20 acts as the key which is in the relation of a high order rather than the aforementioned 



http://www4.ipdl.jpo.go jp/cgi-bin/tran_web_cgi_ejj 



2002/06/06 



2/3 



disk for keys 14. i.e.. a master k y. Th pit train 12 to which th wobbl was given is physically formed in the 
area 1 at th disk for master keys 20. This point is the same as that of th af r mentioned disk f r keys 14. 
Furth rmor , th pit train 22 to which th wobbl was given is formed in th area 2. for exampl . lead-in groove 
fraction, of the disk for master keys 20 as 2nd physical security information. 

[0019] the logical configuration of th record data of this disk for master keys 20 — this drawing (H) — being 
shown — coming — **** — disk **** for ** keys — disk ID which shows things, and manufacturer ID 
[ showing ** manufactur r ] , are contained This disk for master keys 20 is also used for a manag ment of an 
illegal copy disk, and since it is not for performing a certain program, the main information is not needed. Disk 
ID serves as "KEY" corresponding to it being shown that it is a disk for keys. Moreover, manufacturer ID serves 
as "M" which shows that it is a high order, i.e.. it is a master, from "A" showing the manufacturer of the 
aforementioned disk for keys 10. If each above content of a disc data etc. is shown collectively, it will become 
as it is shown in the next table 1. 
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[0021] Next, the check technique of the illegal copy using the above disks is explained. The check procedure is 
shown in drawing 2 as a flow chart. In addition, check equipment is the configuration of a common disk 
regenerative apparatus, and should just add the function shown below to this. Flag KFLG is set to "0" at the 
time of check start (step S10). This flag KFLG shows whether it was set to the disk drive before the disk for 
keys 14 or the disk for master keys 20 checking, and mentions later about the operation. 
[0022] If the disk which should be played is set to a disk drive (not shown) (step SI 2). disk ID will be led first 
(step S14). Since it is KFLG=0 as disk ID serves as "GAME" as shown in drawing 1 (B) in the case of the goods 
disk 10 (step S16). and mentioned above (step S18) next, it is judged whether the pit train 12 which carried out 
the wobble is in an area 1 (step S20). 

[0023] Consequently, a regeneration operation is performed noting that the conditions of the goods disk 10 
shown in drawing 1 (A) and (B) will be fulfilled, if the pit train 1 2 which carried out the wobble exists (step S22). 
However, if the pit train 12 which carried out the wobble does not exist, it is judged that it is the copy disk 
shown in drawing 1 (E) and (F), the disk set to the drive is discharged (step S24), and a regeneration operation 
is stopped. Thus, according to this example, the pit train which carried out the wobble is prepared in the disk 
for regeneration itself, and it is distinguished with reference to this whether it is an illegal copy. Therefore, the 
exceptional medium for keys is not needed but resources are utilized effectively. 
[0024] Next, in this example, the content of a copy disk can be checked now as follows. 

(1) When using the disk for keys 14, before setting the disk for a check to a drive first in this case, the disk for 
keys 14 is set (step SI 2). Then, disk ID is led like the case where it mentions above (step S14). Since disk ID 
serves as "KEY" as shown in drawing J (D) in the case of the disk for keys 14, manufacturer ID is led (steps 
S16 and S26). By the disk for keys 14. since manufacturer ID serves as "A" as shown in drawing 1 (D). this is 
memorized as a manufacturer ID (steps S28 and S30), and the existence of the pit train 12 which carried out 
the wobble in an area 1 is judged further (step S32). 

[0025] Consequently, when the disk is discharged (step S24) and it is judged as pit ****** which carried out 
the wobble noting that it was an inaccurate disk, when there was no pit train which carried out the wobble, it is 
referred to as flag KFLG=1 (step S34). and the disk for keys 14 is discharged after that (step S24). Thus, when 
the disk for keys 14 is set to a drive/flag KFLG is set to "1" and ^manufacturer ID: "A" is memorized. 
[0026] Next, if the disk which should be checked in this status is set to a drive (step S12), an operation of 
steps S14-S18 mentioned above will be performed. However, in this case, since it is flag KFLG=1, it is judged 
whether (step S36) and when that is not right, manufacturer ID is led for wh ther it is manufacturer ID=M 
memoriz d at th aforementioned step S30 from a disk (step S38), and this is in agreement with storag 
manufacturer ID (step S40). 

[0027] For exampl , since manufacturer ID is "A" and lead ID and its manufacturer ID correspond when the 
goods disk 10 shown in drawing 1 (A) and (B) is set. a regeneration operation is performed (step S22). 
Moreover, since lead ID and manufacturer ID are in agreement similarly in the copy disk 18 shown in drawing 1 
(E) and (F). a regeneration operation is performed. Thus, when the disk for keys 14 is set at first and a check 
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disk is set after the issu . as long as both manufactur r ID is in agre ment the ch ck disk is played 
irrespective of the existence of a pit train. That is, a regeneration operation will b perf rmed if manufacturer 
ID is in agreement even if it is th disk with which pit trains, such as CD-WO to which developing software and 
d v loping goods software were copied unjustly, do not xist. 

[0028] Th refor , if manufacturer ID from which these manufacturers ar different is us d and each 
manufacturer holds the disk for keys of manufacturer ID of self when th re are two or mor manufacturers, the 
regeneration can be perform d about th copy disk of the disk of self 
[0029] 

(2) When using the disk for master keys 20, before setting the disk for a check to a drive first in this case, th 
disk for master keys 20 is set (step S12). Then, disk ID is led like the case where it mentions above (step S14). 
Since disk ID serves as "KEY" as shown in drawing 1 (H) also in the disk for master keys 20. manufacturer ID is 
led (steps S16 and S26). By the disk for master keys 20. since manufacturer ID serves as "M" as shown in 
drawing 1 (H). this is memorized as a manufacturer ID (steps S28 and S42), and the existence of the pit train 
12 which carried out the wobble, and the pit train 22 in areas 1 and 2 is judged further (steps S44 and S46). 
[0030] Consequently, the disk is discharged noting that it is an illegal copy disk, if there are both the pit train 
12. and pit both [ any, one side or ] 20 which carried out the wobble (step S24), when judged as pit * 3 M o W e * in 
which both carried out the wobble, it is referred to as flag KFLG=1 (step S34), and the disk for keys 14 is 
discharged after that (step S24). Thus, when the disk for master keys 20 is set to a drive, flag KFLG is set to 
"l" and manufacturer ID "M" is memorized. 

[0031] Next, if the disk which should be checked in this status is set to a drive (step S12). an operation of 
steps S14-S18 mentioned above will be performed. However, in this case, since it is flag KFLG=1, it is judged 
whether it is manufacturer ID=M (step S36). In this case, since manufacturer ID memorized at the 
aforementioned step S42 is in agreement with M even if which disk is set, the regeneration operation is 
performed. 

[0032] Thus, when the disk for master keys 20 is set at first and a check disk is set after the issue, the check 
disk is played irrespective of the existence of the wobble of manufacturer ID or a pit train. That is, the 
regeneration operation will be unconditionally performed irrespective of a goods disk or the illegal copy disks . 
with which developing software and developing goods software were copied unjustly, such as CD-WO. 
[0033] Especially the management method using such a disk for keys 14 or the disk for master keys 20 is 

ffective when preventing the software leakage at the time of a soft development. As the actual software- 
management technique, the sheets [ 1 -several ] disk for ** master keys 20 is prepared, and is saved to one 
place. Manufacturer ID is only "M" 1 kind. 

** Each soft development manufacturer saves one disk for keys 14 for one company. Manufacturer ID records 
the content different for every manufacturer, and check equipment is prepared for a soft development 
manufacturer the required number every All of those internal algorithms are good at an identity. 
[0034] Supposing only the disk with which the goods software which the check equipment of a soft 
development manufacturer's disk finally completed was memorized is unreproducible, the content of the 
software in which the security information in a developmental stage is not contained, i.e., the disk with which a 
pit train does not exist, of storage is unverifiable. However, according to this example, the . copy disk without the 
wobble of a pit train is also reproducible by setting the disk for keys 14 to check equipment in advance. 
[0035] On the other hand, the copy disk of every manufacturer ID can be played, without manufacturer ID being . 
dependent on manufacturer ID as a business firm of the high order of M. and pursuing of the path of a copy 
becomes possible for specifying the manufacturer of the original disk in the case of an illegal copy disk 
manufacture etc. Furthermore, since a regenerative apparatus does not operate unless manufacturer ID is in 
agreement, though the disk for keys 14 is revealed to external, a certain grade can prevent a copy disk. At this 
time, the disk for master keys 20 can also be used as a backup in the company. Although the pit train 12 and 
the pit train 22 which carried out the wobble of the disk for keys 14 or the disk for master keys 20 are formed, 
since these cannot be easily copied on user level, it does not produce exceptional un-arranging. 
[0036] example > besides < — this invention can be variously changed based on the above indication, for 
xample. has followings 

(1) What thing may be used, as long as it cannot copy easily as security information with the facility which an 
end user has, although it is the case where wobbling of a pit train serves as physical security information in the 
aforementioned example, for example, ** which gives a mirror plane to ** disk part — you may use various 
kinds of technique, such as changing the symmetric property of the amount of ** reflected lights, or a pit which 
records a part of information by CAV (constant angular velocity) 

[0037] (2) Although manufacturer ID which is logical security information was made into two layered structures, 
a key and a master key. in the aforementioned example, it is good also as structure of only a key and is good 
also as further two or more layered structures. Moreover, logical security information may set up suitably ID 
which do s not necessarily need to be manufacturer ID, for exampl , shows the section of one business firm if 
needed. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has be n translated by computer. So th translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 
[An easy explanation of a drawing] 

[ Drawing 1 ] It is drawing showing the goods disk in an example, the disk for keys, a copy disk and the disk for 
master keys. 

[ Drawing 2 ] It is the flow chart which shows the information management technique in an example. 
[An explanation of a sign] 
10 — Goods disk 

12 — Pit train (1st physical security information) 

14 — Disk for keys 

18 — CD-WO 

20 — Disk for master keys 

22 — Pit train (2nd physical security information) 
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DRAWINGS 



[ Drawing 1 ] 
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